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P Code Analyst F .

1719 cQlHd H Al
1749 52 H 7 \\\
1814 108 U 118 QEAA HH 2 sonarQube [ oman J
M
/ \ __________________________ N 4y -===" N

—-——

Code Analyst Project

build  passing | license |Apache-2.0

. & eclipse

https://github.com/RedCA-Family/code-analyst

£ intelliJ IDEA

e o o o o o o e o o e e e e e e e o e

o = e BN .

o o e o o e o =

. CHYE REE

N
=
. AC 738 3


https://github.com/RedCA-Family/code-analyst

14:28:28.9
14:28:28.9

pir. : 13
Classes

lines : &,
Comment Li
Ncloc : 4,
Statements

Duplicated

Duplicated

Complexity
Complexity

Complexity Equal Or Over 5B(%) : ©8.80% (@)
- The complexity is calculated by PMD's Modified Cyclomatic Complexity method

Sonarlava
Sonarlava
Sonarlava
Sonarlava
Sonarlava
Sonarlava

29 INFO c.s.a.c.m.App - Project Directory :

C:\Workspace\Project

35 INFO c.s.a.c.m.App - Code Size Analysis start...

HL ]
Functions :

548
783

nes : 384
633

: 2,210

Blocks : 48
lines : 58
Duplication % : @.75%

functions

524

Total : 932

Complexity Over 18(%) : 8.76% (4)
Complexity Over 15(%) : 8.38% (2)
Complexity Over 28(%) : 8.06% (@)

violations

1 priority :
2 priority :
3 priority :
4 priority :
5 priority :

447
3
43
339
62
e

RedCA Dashboard

Size
Lines Of Code Files
1,440 A7
Lines Directories
3,067 9

Technical Debt

Total(Technical Debt Ratio)

od oh
(0%)

Issues(Inspections)
Od Oh(0%)

Unused Code Excel Download

Duplication
0d 0h(0%)

Functions

159

W issues

Complexity

Od Oh(0%)

Class Method Field
17(39.53%) 73(48.99%) 0(0.00%)
Martin Metrics

1 Pgckage Name Afferent Coupling
=l
g ors
& ’ org.springframework.samples.petclinic.repository.springdatajpa 0
< 03

0.25
]

0 025 05 075 1
Abstractness

Ak

I comment, space
W ncloc

duplication mm complexity Wl stability

Packags Stabiliy
0d 0h(0%)

Const

Efferent Coupling

0(0.00%)

Abstractness

Instability

C
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Maven Central
Repository




% Maven Repositories L

Public Maven Repositories | —
Local Development Environment

Remote

Cache Artifacts — Maven

Repositories

Private Maven Repositories

Artifacts are taken from remote repositories and
cached in local maven repository (eg: ~/.m2)




' ‘:'f;l\/laven Central Repository o

Project-dedicated Public Forges staging repositories (multi-projects) 1 2
staging repositories | | L
\
.’ Approved :
HEE
l Hosting |
rsync push * OSSRH : OSS Repository Hosting
(deprecated)
- == —
Maven )
Central aggregation
Repository 3rd party(independent)

public repositories

publfication

publication




' ':'l?;l\/laven Central Repository — cont'd

« URL : https://repol.maven.org/maven2/
« 2019 X 2F 4M Artifacts(GAV), 300K Unique Artifacts(GA) K|S

e Artifacts @Al : https://search.maven.org/ BE= MvnRepository

(https://mvnrepository.com/, 1K O| & repositories &2 AM S 271 H &2 X|S)

Indexed Repositories (1192)

- Osonatype 0| A 2L

Central

Sonatype

e Apache Maven Z2M E Sl & Contributor .

Spring Lib M

° REDOSItOI’y Manager _+_£ET4| O-I Nexus X-”_I_ Hortonworks

Atlassian

JCenter

(Open Source / Commercial ver.)

JBossEL

JBoss Beleases

¢ OSSRH A-I I:Il ﬁE x-” _(ID__I Spring Lib Release

<MvnRepository>


https://repo1.maven.org/maven2/
https://search.maven.org/
https://mvnrepository.com/

' ':'?Requirements for artifacts upload to the central

* PGP signature : X 9X| &

« Minimum POM information : Z[2& EH (license, developers, scm &)
—

- Coordinates : groupld ‘8™ (domain &=F &)

- groupld 70| =2}2l eg) samsungsds.com -> com.samsungsds,

github.com/username -> io.github.username

- artifactld 7FO|E2tQl eg) maven-core, commons-math

- version 7}0|E : Semantic Versioning (&1 : https://semver.org/lang/ko/)



https://semver.org/lang/ko/

OSS Repository
Hosting 2 &




OSS RH overview

 Sonatype Nexus Repository Manager (https://oss.sonatype.org/)

cQEAA D2HE HIO|LH2| SAE MHA (BR2)

 Maven repository & X[ 3 Cr21fF €42 AMH[A K
- 7§ H{ M (snapshots) HH =

- 2|F 22| HE A0 F

« 22| = 52 % Maven Central Repository & 7|3}


https://oss.sonatype.org/

LN

P¢ Overall flow

S vie Y

Sonatype Project S &
7t ddad

Javadoc & PGP/GPG Distribution

Sources )é'i )5' II_-l XM‘| Ec'i'

Staging
Repository
HH I




' Sonatype signup

 JIRA 7I'Y (https://issues.sonatype.org/secure/Signup!default.jspa)

Sign up

LE - R -
Email" | Eg. charlie@atlassian.com

* r

Full name” | Your full name
* .

Username | Desired username
* 0

Password | Password

Please enter the word as shown below

[
- [ |

Oaee


https://issues.sonatype.org/secure/Signup!default.jspa

' Create a new project ticket

* JIRA Issue A M

* Issue Type : New Project

« Summary

» Description & Attachment : &M A& 3 2+

op

» Group Id : AF&3} 1A} St= Groupld
* Project URL : ZEME AIO|E =4
* SCM URL : F&AMHf =2

« Username(s) : JIRA A8 (0 & X|E 7t5)

Z2ME £ 2l0/222| 0|2

0 SGnatype Dashboards

Projects w

lssues v

Boards +

Create

- |

Create Issue

Project” | Community

Support - Open 5. 7

ssue Type” MNew Project - ®
ummary
Descrip Sylev B I U A o~ M~ +
Visual  Text
hmer G\}) Drop files to attach, or browse,
Group Id
T pld of rtifacts, e.g. orgsonatype.oss. Need help choosing a groupld? Read
ntral.s e.0rg/| your-coordinates
Project URL
SCM url
Username(s)




 Prove the ownership of domain o

¢ |ssue Comments 22l 81 X X|

w ‘7] Central O55RH added a comment - 11/27/18 02:28 AM

Do you own the domain samsungsds.com? If so, please verify ownership via one of the following metheds:

* Add a TXT record to your DNS referencing this issue (Fastest)
* Setup a redirect to your Github page (if it does not already exist)
* 5Send an email to central@sonatype.com referencing this issue from a samsungsds.com email address

If you do not own this domain, please read:
http://central.sonatype.org/pages/choosing-your-coordinates.html
You may also choose a groupld that reflects your project hosting, in this case, something like io.github.redca-family or com.github.redca-family

e DNS & 0f| TXT record &= (Issue & 11 URL &)
« 21 O|X| Redirect X|H (SHE =0 Q T2
« DOQ T4 ALE O|H Y 2 0| Y TS (to central@sonatype.com)

“io.github.[username]” or “com.github.[username]” 88 A| “TICKET ID” Public Repo ‘g =}0l




% Generate Javadoc & source jar

* Maven Javadoc plugin

» Goal : jar = creates an archive file of

<plugin>

<artifactId>maven-javadoc-plugin</artifactId
the generated Javadocs ? ] pLug >

Lversion»3.0.1</version>

Ph . " <{configuration>

° das€ . package e N e
<additional]Option>-XdocLint:none</additionallOption:

<fconfiguration>

{executions>

Tip) “-Xdoclint:none” : “Doc Lint” B & i X

<executiony

{idrattach-javadocs</id>

<goals>
<goal>jar</goal>
</goals>
/execution>
</executions>

{fpngir}




| “'?Generate Javadoc & source jar — cont'd (4/9)

* Maven Source plugin

<plugin> « Goal : jar-no-fork = bundle the main

<artifactId>maven-source-plugin</artifactId:

<version»3.0.1</version> sources of the project into a jar archive
{executions> .

(without fork)

<execution>

{idrattach-sources</id>

* Phase : package

<g0a L5>

<goal>jar-no-fork</goal>

Tip) “jar"7} Ol “jar-no-fork” goal AFE : Y E 2IO[|ZALO|E &0 =g



Pe Signature artifacts with PGP/GPG o
* PGP(Pretty Good Privacy) HAtAMEH E R
« GNUPG(GPG, GNU Privacy Guard) == Gpg4Win AIE eGnuPG
« OpenPGP(RFC4880) E& X| &l
- 5707| 7|82 2 Public KeyOl Ciigt S7H B2 (TAMYE BT E= 223 TE)

. HX} e

Keys(Public/Secret) 4 HAAME & =0l Public Key & 7H




‘:'?[JE,F_T_I] Encryption & Digital Signature

ENCRYPTION

Confidential
Message

a49pfa3
Obc3c20
78a4£5d
Oblac74

DIGITAL SIGNATURE

Sensitive
message

Sensitive
message
+
Signature

Cr’

<O|0|X| &X: Jeroen Ooms, Encryption and Digital Signatures using GPG

(https://cran.r-project.org/web/packages/gpg/vignettes/intro.html) >



https://cran.r-project.org/web/packages/gpg/vignettes/intro.html

Pr (% 1] PKI vs PGP F .

CERTIFICATE AUTHORITY PGP / WEB OF TRUST

Scd461ab0

With PGP KeyServer
- https://pgp.mit.edu

- https://keyserverubuntu.com

. =
<O|O|X| &AX: Jeroen Ooms, Encryption and Digital Signatures using GPG https://sks-keyservers.net/ S

(https://cran.r-project.org/web/packages/gpg/vignettes/intro.html)>



https://cran.r-project.org/web/packages/gpg/vignettes/intro.html
https://pgp.mit.edu/
https://keyserver.ubuntu.com/
https://sks-keyservers.net/

.E;I*Signature artifacts with PGP/GPG - cont'd 5/9) §

<0. GPG AX| & =2t9l>

Terminal: ~

S gpg --version
gpg (GnuPG) 2.2.17

libgcrypt 1.8.4

Copyright (C) 2019 Free Software Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later <https://gnu.org/licenses/gpl.html>
This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law.

Home: ~/.gnupg

Supported algorithms:

Pubkey: RSA, ELG, DSA, ECDH, ECDSA, EDDSA

Cipher: IDEA, 3DES, CAST5, BLOWFISH, AES, AES192, AES256, TWOFISH,
CAMELLIA128, CAMELLIA192, CAMELLIA256

Hash: SHA1, RIPEMD160, SHA256, SHA384, SHA512, SHA224

Compression: Uncompressed, ZIP, ZLIB, BZIP2




,?Z'-Signature artifacts with PGP/GPG — cont'd

<1. Key Pair 44>

Terminal: ~
S gpg --gen-key
gpg (GnuPG) 2.2.17; Copyright (C) 2019 Free Software Foundation, Inc.
This is free software: you are free to change and redistribute it.
There is NO WARRANTY, to the extent permitted by law.
GnuPG needs to construct a user ID to identify your key.

Real name:
Email address:

59 §

You selected this USER-ID:
"Vincent Han <switchover@gmail.com>“

Change (N)ame, (E)mail, or (O)kay/(Q)uit?

We need to generate a lot of random bytes. It is a good idea to perform r
some other action (type on the keyboard, move the mouse, utilize the

disks) during the prime generation; this gives the random number

generator a better chance to gain enough entropy.

5 pinentry-gt -

Please enter the passphrase to

protect vour new key

Passphrase: ||

Repeat: |

Cuality:

Cancel




.E;I*Signature artifacts with PGP/GPG - cont'd 5/9) §

<1. Key Pair ‘88 — cont'd>

Terminal: ~

We need to generate a lot of random bytes. It is a good idea to perform some other action
(type on the keyboard, move the mouse, utilize the disks) during the prime generation; this
gives the random number generator a better chance to gain enough entropy.

gpg: key FD76895355C6092D marked as ultimately trusted

gpg: revocation certificate stored as 'C:/Users/SDS/AppData/Roaming/gnupg/openpgp-
revocs.d\OB39DBE946ADB31AD2B5B369FD76895355C6092D.reVv'

public and secret key created and signed.

pub rsa2048 2019-09-20 [SC] [expires: 2021-09-19]
ABCDEF0123456789

uid Vincent Han <switchover@gmail.com>
sub rsa2048 2019-09-20 [E] [expires: 2021-09-19]




Signature artifacts with PGP/GPG — cont'd (5/9) %

%

<2. WM E A =40

=+l >

Terminal: ~

S gpg --list-keys

pub rsa2048 2019-09-20 [SC] [expires: 2021-09-19]
ABCDEF0123456789

uid [ultimate] Vincent Han <switchover@gmail.com>

sub rsa2048 2019-09-20 [E] [expires: 2021-09-19]

S gpg --list-secret-keys

sec rsa2048 2019-09-20 [SC] [expires: 2021-09-19]
ABCDEF0123456789

uid [ultimate] Vincent Han <switchover@gmail.com>

ssb rsa2048 2019-09-20 [E] [expires: 2021-09-19]




I Signature artifacts with PGP/GPG — cont'd 5/9) %

<2. MAtME 8l =29l — cont'd>

Terminal: ~ “ \

S gpg -ab test.txt

g pinentry-qt — x

Please enter the passphrase to unlock the OpenFGP secret key:
; “Yincent Han {swnchwer@gmall n:clm}
[\ 2048-bit RSA key, ID BdRHEREREES
r created 2018-11-27,

§id.

Passphrase:

Cancel
S Is test.txt.*

test.txt test.txt.asc

S gpg --verify test.txt.asc

gpg: assuming signed data in 'test.txt'

gpg: Signature made 09/20/19 14:07:34 Cl{ St Bl= HFTA|
gps: using RSA key ABCDEF0123456789

gpg: Good signature from "Vincent Han <switchover@gmail.com>" [ultimate]




Slg nature artifacts with PGP/GPG - cont'd CE)

<3. Public Key &7l 5 AA>

Terminal: ~

S gpg --keyserver hkp://pool.sks-keyservers.net --send-keys ABCDEF0123456789

Search for an OpenPGP Public Key, ie Ox.
Q search Key | #» Submit Key

Advanced Options

about | statistics Provided as a public service by Daniel Austin.




':'?Signature artifacts with PGP/GPG - cont'd

%

<4. Maven &>

* Maven GPG plugin

<pluginy e Goal : Sign
<groupld>org.apache.maven.plugins</groupId>

<artifactId>maven-gpg-plugin</artifactId> * Phase : ve rlfy

<profiles>
<profile>

{properties>

<Sexecutions {fDFﬁpEFTiEEE

< fexecutions> <fprofile>

</plugin> </profiles>




lil?Distribution Management

* Sonatype 2’3 2= comments 2 2!

v Terry Yanko added a comment - 11/27/18 02:07 PM

Configuration has been prepared, now you can:

* Deploy snapshot artifacts into repository https://oss.sonatype.org/content/repositories/snapshots

* Deploy release artifacts into the staging repository https://oss.sonatype.org/service/flocal/staging/deploy/mavend

* Promote staged artifacts into repository ‘Releases’

* Download snapshot and release artifacts from group https://oss.sonatype.org/content/groups/public

* Download snapshot, release and staged artifacts from staging group https://oss.sonatype.crg/content/groups/staging

[ please comment on this ticket when you promoted your first release, thanks ]




‘:'?Distribution Management — cont'd

* Maven Distribution Management 273 (#1 Maven deploy plugin)

 Phase : deploy

v
Lidrossrhe/id>

<url>https://oss.sonatype.org/service/local/staging/deploy/maven/</url>

v.MAVEN REPO_USERNAME}</username>

i .MAVEN_REPO_PASSWORD}</password>

£/ servers

1
Ral
o

= settingsxml 878 (24 H

</servers:




‘:'?Distribution Management — cont'd

* Maven Distribution Management 273 (#2 Nexus Staging Maven Plugin)

<plugin * Phase : verify
<groupId>org.sonatype.plugins</groupId:
<artifactId>n -staging-maven-plugin</artifactIds
<version»l.6.8</version?
<{extensions>trued/extensions>
<configuration>
¢serverId>ossrh</serverId>
<nexusUrl>https://oss. sonatype.org/</nexusUrl>
{autoReleaseAfterClose>true</autoReleaseAfterCloses

<fconfiguration>

</plugin>

Tip) Nexus Staging Maven Plugin AF& #H11 => settings.xml 273
> 25 C 2t F0M EX| L (Artifact=0| pushE MOC
Xelof efsh 1P7F ZetX|H, O|o e} artifact=0| =4 S5 &)

—_—

/. MAVEN_REPO_USERNAME <

v. MAVEN F' F"' PASSWOR -

24 @7 W XY T WY



Staging Repository deploy

Terminal: ~

S mvn clean deploy
[INFO] + Using server credentials "ossrh" from Maven settings.

[INFO] Performing remote staging...

[INFO] * Remote staging into staging profile ID "abcdef"

[INFO] * Created staging repository with ID "comsamsungsds[secure]-1000".
[INFO] * Staging repository at

https://oss.sonatype.org:443/service/local/staging/deployByRepositoryld/comsamsungsds|[se
cure]-1000

[INFO] * Uploading locally staged artifacts to profile io.github.[secure]

[INFO] * Upload of locally staged artifacts finished.
[INFO] * Closing staging repository with ID “comsamsungsds[secure]-1000".




Staging Repository deploy — cont'd

ke
o
>

* deploy of Al

Terminal: ~

S mvn clean deploy
[INFO] + Using server credentials "ossrh" from Maven settings.

[ERROR] Error while trying to close staging repository with ID "comsamsungsds-1000".
[ERROR]

[ERROR] Nexus Staging Rules Failure Report

[ERROR]

[ERROR]

[ERROR] Repository "comsamsungsds-1000" failures

[ERROR] Rule "signature-staging" failures

[ERROR] * Invalid POM: /io/github/switchover/code-analysis/1.0.0/code-analysis-1.0.0.pom:
Project description missing, Project URL missing.

$ mvn nexus-staging:drop > 2= grtifact AHA|




‘?OSSRH Staging Repository deploy — contd

e Release X 2| 1Y

upload w/
auto release

Nexus Staging

Maven Plugin

upload w/o
satisfying
requirements

OSSRH

validate

-
-
__——
——

validate

[—9 At

> 4

Central Repository

validate

sync




7/9) §

Mexus Repository Mana

Sonatype™ % ‘Welcome

Artifact Search - \

: ' Qgﬁggereposnory manager = Release repository 2|

. Type in the name of a project, class, or artifact into the text box below, and click Search. Use
Centra_l SFBIJSIZICS "Advanced Search” on the left for more options.
Repositories

Advanced Search

Views | Repositories -

o
Build Promotion - |

Staging Profiles
Staging Repositories Get Started
229:;9 E“:i;‘;t € Configuration Documentation 8 Community
gng bp , Set things up properly Visit our help site Ask and answer guestions
Help -

Repository Formats

Maven =& - NET/NuGet = - Node/npm & - O5Gi & - P2 & - RPMMYUM & - RubyGems [ - Site

Frustration Free
Issue Reporting

Submit a vulnerability, monitor progress, and get feedback — all on a single platform.

Submit Issue [



https://oss.sonatype.org/

e Artifacts 22l (https://oss.sonatype.org/) — cont’d

Sonatype™

Artifact Search

com.samsungsds
Advanced Search

Views | Repositories

Central Statistics
Repositories

Build Promotion

Staging Profiles
Staging Repositories
Staging Ruleset
Staging Upload

Help

4«

Welcome Search %

Keyword Search -  com.samsungsds

Group Artifact Version
com.zamsungsd... code-analyst 280
com.zamsungsd... code-analyst 27.0

Displaying Top 7 records ¥ Clear Results

“Z Refresh | Viewing Repository: Releases

= 7] Releases
= 3 com
= =5 samsungsds
= =3 analyst
=1 =7 code-analyst

H]250

@C]251

@E[]26.0

HIJ]261

HC]270

S L3280
E code-analyst-2.8.0-javadoc.jar
=| code-analyst-2.8.0-sources jar
=] code-analyst-2 8.0 jar

Age

x [P

Popularity Security Issues License Threat

Download

pom, jar,
SOUrCes jar,
javadoc. jar

pom, jar,
SOUrCes jar,
javadoc. jar

Maven Artifact Artifact Metadata Archive Browser Maven Dependency

Group: com.samsungsds.analyst

Artifact: code-analyst

Version: 2.5.0

Extension: jar

XML: <dependency=
" < groupld=com.samsungsds.analyst</groupld=
i < artifactld=code-analyst</artifactId=>
' =<version:2.5.0< /version:

< /dependency=

bid

Com =



https://oss.sonatype.org/

e Artifacts 29l (w/o autoReleaseAfterClose)

Artifact Search o Welcome Staging Repositorie: *
o %Relresh [ Close Eg Promote |4 Release [=& Drop |
Advanced Search |:| Repository Profile Stalus ~ | Updated Descr... 1Q Policy Vicla
L | t_-; LRIl RUrrss- 13 fou AR gl DU L= LU TE-20H=-ZU0 U2, 100D e pe... I WL SETVED L
Views/Repositories - - )
|:| t_{ central_bundies-19131 Cenfral Bundles closed 20189-5ep-22 234412 Implic... Mo lQ Server ¢
Central Statistics -
Repositories |:| t_{ central_bundies-19133 Cenfral Bundles closed 2019-5ep-23 18:53:07 Implic... Mo lQ Server ¢
— = ] {_J, central_bundles-19132 Central Bundles closed 2019-5ep-23 21:51:58 com.... Mo lQ Server ¢
uild Promotion - -
N ] {_J, central_bundles-19140 Central Bundles closed 2019-5ep-23 22:22:16 com.... Mo lQ Server ¢
ing Profiles -
Staging Repositories > [] £ central_bundies-19141 Cenfral Bundles  closed 2019-Sep-24 00:1%:03 com.... Mo lQ Serverc
Staging Upload ] {:{ central_bundles-19142 Central Bundles closed 2019-5ep-24 00:35:40 com.... Mo lQ Server ¢
Help - |:| {_{ iogithubswitchowver-1003 io.github_swilch... closed 2019-5ep-24 13:07:43 iogit... Mo lQ Server ¢

.

=> Staging repository £ 3|



OSSRH Staging Repository deploy — contd  (7/9)  ;%

e Artifacts 22! (w/o autoReleaseAfterClose) — cont’d

Summary Activity Content

“Z; Refresh Path Lockup:

- | iogithubswitchover-1003
— = = iogithubswitchover-1003 (u-swilchover, a:104.195.131.58)
Summary Activity Content == in
= =3 github
Repository iogithubswitchower-1003 {io.github: = =3 switchaver
Created Tuesday, September 24, 2019 13:06:20 (G 200 = & code-analysis
Updated Tuesday, September 24, 2019 13:07:43 (GMT+090 rn:'l'ﬁ 1.1.0
URL https:/loss sonatype. org/contentirepositories/iogithubswilchoves] 003 =| code-analysis-1.1.0-javadoc jar
Activity (£) Last operation completed successfully =] code-analysis-1.1.0-javadoc jar. asc
] =| code-analysis-1.1.0-javadoc jarmds
Owner switchover (104.195.131.58) = code-analysis-1.1.0javadoc jar. sha
User-Agent Mexus-Client/2.14.3-02 =| code-analysis-1.1.0-sources jar
D - =| code-analysis-1.1.0-s0urces jar.asc
estriphion =| code-analysis-1.1.0-sources_jar.mds
io_github_switchover.code-analysiz:1.1.0 = code-analysis-1.1.0-sources jar.shal
=| code-analysis-1.1.0 jar

=| code-analysis-1.1.0 jar.asc
=| code-analysis-1.1.0 jarmds

9 C §I-O| =| code-analysis-1.1.0 jarshal
Ontent — L =| code-analysis-1.1.0_pom

=| code-analysis-1.1.0_pom.asc

=| code-analysis-1.1.0.pom.md5

=| code-analysis-1.1.0_pom.shai

= ool
T

[ mavan.matadats vml mds



J?OSSRH Staging Repository deploy — contd  (7/9)

* Close & Release

Welcome Staging Repositorie: ' *
22 Refresh [ [ Close | g Promote =4 Release | & Drop iogithub 0
|:| Repository Profile Status ~ | Updated Descr... 12 Policy Violations
D iogithubswitchover-1003 io.github switch... closed 201M9-5ep-24 13.07:43 iogit... Mo lQ Server dala recorded

=> “Close” : artifacts 282 27 A (requirements)
- "Release” : Central Repository2l &7|2t= ®I5H release repository2 EHe[=
- "Drop” : "Close” Al 2F 7} ZASIH, AFH X 2|



% "First” release ey

« Sonatype JIRA issue(ticket) comment 2 QI EE

L= N A
v @ Central OSSRH added a comment - 1 hour ago > |'o release =& l

Central sync is activated for io.github.switchover. After you successfully release, your component will be published to Central.
typically within 10 minutes, though updates to search.maven.org can take up to two hours.

A= N
v @ Vincent Han added a comment - 12/03/18 12:56 AM > T3 release HE Al

First release is promoted!

(../com/samsungsds/analyst/code-analyst)

Thank you so much

And have a nice day!!




% "First” release — contd A

* Search in Maven Central Repository (https://search.maven.org)

() The Central Repository Search = X

IS GIN & scarch.maven.org/se | I <o G o
O Sonatype | The Central Repository  Quick Stats  Who is Sonatype?  Report A Vulnerability ) GitHub
com.samsungsds| ¥ &

com.samsungsds.analyst

code-analyst
2.8.0

> Z3|&|7| IHX|
10: 0| Al 2A| ZE77EX]
A8



https://search.maven.org/

B Apply Continuous Integration

+CI 8 Al A

» 2N B{ 227t Ot B R0 = =2 28 Maven plugins 0| 2d & (F2 =X)

= Maven Profile At
« GPG E 2t 7|(Secret Key) L oF Il A 2| E (passphrase) & Sonatype 215 HE
= &5

> 4 E0M Msote B g2 88



e Maven Profile 8 &

<profiles>
<profile>
{idrreleased/id>
<build>
<finalName>${project.artifactId}-${project.version}</finalName>
<plugins>

> settings.xml &d

{profiles>
<profile>
{idrrelease</id>
{activation>
<activeByDefault>»true</activeByDefault>
</activation>
<properties>
<gpg.executable>gpg</gpg.executable>
<gpg.passphrase>§{env.MAVEN GPG_PASSPHRASE}</gpg.passphrase>
</properties>
</profile>
</profiles>

<fplugins>
</build>
</profile>
</profiles>




Cl(Continuous
Integration) & &

Travis Cl A& Aty




B Considerations when applying Cl




‘;?Encrypting Files & Data

* File Encryption (AES-256 w/ openssl)

Terminal: ~

S gpg —export-secret-keys ABCDEF0123456789 > secretkey.gpg
S openssl enc -e -in secretkey.gpg -out secretkey.gpg.enc -aes256 -pass "pass:password!!!“

S rm secretkey.gpg

Tip) openssl 1.0.X HE 22 A5 5l50F & (Travis CI HX} 1.0.2g HA HE

—

3)

secretkey.pgp.enc

e 5=



‘;?Encrypting Files & Data — cont'd

* File Decryption

4

- "secretkey.gpg.enc” LY 2 B3 35t= ATEE 4 2 HE (eg: setup_deploy.sh)

! /bin/sh

$SECRET_KEY_DEC_KEY]

e Travis CI 878 ot HE (travis.yml)

Tip) before_install step2 7|2 QIZ2} £&H {7 | X|

X S0l AHE (=7t language B X| &)




‘?Encrypting Files & Data — cont'd

 Data Encryption (RSA w/ Travis CLI)

S gem install travis

S travis encrypt NAME="value" —r owner/project

Secure: "... encrypted data ..."

- A2t O (47h)
« OSSRH user / password

« GPG E2t7|(securekey) passphrase
. GPG HOH7| B33} 7| (AES 256 7)) L = http://rkh.github.io/travis-encrypt/public/
M= H=ot 7ts

(JavaScript§ &%t 2232} X[ &)



http://rkh.github.io/travis-encrypt/public/

‘?Encrypting Files & Data — cont'd

 Data Decryption

e Travis CI 278 o HE (travis.yml)

» Malis T I_-.l A 4 vy peni i Mal-
: Me9eZ INZLUATgvgOy IW:

MAVEN_ REPO_USERNAME (Maven settings.xml)
MAVEN_REPO_PASSWORD ( )
MAVEN_GPG_PASSPHRASE ( 7 )

SECRET_KEY_DEC_KEY (setup_deploy.sh)



i;Encrypting Files & Data — cont'd

 Data Decryption — contd

« Maven settings.xm| Lt »

e OSSRH server &

« Maven gpg plugin & A7

> LMY settings.xml

ol =
2 o=

iil

« setup_deploy.sh (before_install

AOEE

jt! /bin/sh
enc -d -in secretkey.gpg.enc -out secretkey.gpg -aes256 -pass

.MAVEN_REPO_US _
V. MAVEN_REPO_PASSWORD}</password>

t>trued/activeByDefaul t>

$SECRET_KEY_DEC_KEY]




% Conditional release

* Travis Job Lifecycle
« 0. VM ‘4“4 / Repository clone
- 1. (optional) “apt addons” (&1l : OS Ubuntu 16.04.6 LTS, Docker 18.06)
* 2. (optional) “cache components”
3. "before_install”
4. "install” : install any dependencies required (eg: mvn install)
* 5. "before_script”

+ 9. (optional) "before_deploy”

* 6. “script” : run the build script (eg: mvn test) , 1o (optional) “deploy”
* 7. (optional) "before_cache” - 11. (optional) “after_deploy”

« 8. "after_success” or “after_failure”  12. "after_script”



TvMBI68bknohKgW3rRk1GoTFt6w/ 0217 teBVS8XnM+ ITF1YPZ1nF2DT8GK,/mle]308EL
: gnXWac2cDKS1ddUYh@LMLDdpMZ JBVWWOsr/V1JpvRBK1ST FﬂDihDDDDFEF“PFF“—PEPjEFﬂ:
OR1LcDLXR8/cKg3ww\GeV2] /QdI7e7i8q0inTxzBcWIMn7drLefawE2mNZ FoAxMAode / 7/ pKZy
: Me96ZINZLUAtgvgOy3WdBS70cyAcQel /s7hY FagUUsGIWVPzoXC96gGGGUAGEQgiR/ TSKXQRY

chmod +x mvnw

chmod +x setup_deploy.s
/setup_deploy.sh

gpg ——import secretkey.gp

: script

maven deploy o2

. Lrue

@ master 2E A

: master




] RedCA-Family / code-analyst

Current  Branches Build History ~ Pull Requests Build #133
 development CRON Merge pull request #13 from switchover/patch-duplication-app P #133 passed
DuplicationApp csv parsing error fixed Ran for 3 min 21 sec

7d
Commit 882232 ays ago

e EE - https://travis-ci.org/RedCA-Family/code-analyst

Vincent Han authored Glthommltted *

JDK: openjdk8 Java

ah loo View config

worker information

Build system information

Installing openjdks

% git clone --depth=568 --branch=development https://github.com/RedCA-Family/code-analyst.git RedCA-Family/code-analyst

More options

Restart build

= Remove log ‘ JZ Raw log

worker_info

system_info

git.checkout



https://travis-ci.org/RedCA-Family/code-analyst

Reference Project

Pull requests Issues Marketplace Explore

switchover / code-analysis @ Unwatch~ | 1 %Star | 0 ¥Fork 0
<» Code Issues 0 Pull requests 0 Projects 0 Wiki Security Insights Settings
Codenalysis Ak 1 - https://github.com/switchover/code-analysis L

Manage topics

D 6 commits I 1 branch > 1releass 22 1 contributor gfs Apache-2.0
Branch: master = New pull request Create new file | Upload files | Find File Clone or download ~
. switchover modify deploy configuration Latest commit edcd4918 1 hour ago
B .mvn/wrapper first commit 16 hours ago
T = first commit 16 hours ago
E] .editorconfig first commit 16 hours ago

E| .gitignore first commit 16 hours ago



https://github.com/switchover/code-analysis




% References

« Maven Central Repository
* https://maven.apache.org/repository/index.html
 Guide to uploading artifacts to the Central Repository
* https://maven.apache.org/repository/guide-central-repository-upload.html
« OSSRH Guide
* https://central.sonatype.org/pages/ossrh-guide.html
 Encryption and Digital Signatures using GPG
* https://cran.r-project.org/web/packages/gpg/vignettes/intro.html
* Travis Cl Guide

* https.//docs.travis-ci.com/



« Metadata & signing (build.gradle)
« OSSRH HE&A| pomxm| It HQ

- Javadoc & source jar ‘&g

« GPG ™XIMEH

srhUsername=jira-username
hPassword=jira-password

=> gradle.properties &7

apply plugin: "maven’
apply plugin: ‘signing’

group = "Com.samsung
archivesBaseName = "
version = "2.9.8"

task javadocldar(type: Jar}
classifier = "javadoc’

from javadoc
\

1
task sourceslar(type: Jar) {
classifier = "sources’

from sourceSets.main.allSource

1L
d

artifacts {
archives javadoclar, sourceslar




» uploadArchives &7

uploadArchives {
repositories {
mavenDeployer {
beforeDeployment { MavenDeployment deployment -» signing.signPom(deployment) }

repository(url: "https://oss.sonatype.org/service/local/staging/deploy/maven2/™}) {
authentication(useriame: ossrhUsername, password: ossrhPassword)

snapshotRepository(url: "https://oss.sonatype.org/content/repositories/snapshots/™) {
authentication(useriame: ossrhUsername, password: ossrhPassword)

pom.project {
name ‘Code-Analyst’
packaging 'jar’

description 'Code Analyst to measure various code metrics’
url "https://github.com/RedCA-Family/code-analyst”




» uploadArchives 87 - cont'd

scm {
connection 'scm:git:https://github.com/RedCA-Family/code-analyst.git’
developerConnection ‘scm:git:https://switchover@github.com/RedCA-Family/code-analyst.git’
url "https://github.com/RedCA-Family/code-analyst’

licenses {
license {
name ‘The Apache License, Version 2.8’
url "http://www.apache.org/licenses/LICENSE-2.8.txt"

}

developers {
developer {
name 'Vincent Han'
email 'switchover{@gmail.com’




H?[“_’E] Gradle A& A| - contd

» uploadArchives 27 - contd

S gradle uploadArchives -PossrhUsername="S{USERNAME}" —PossrhPassword="S${PASSWORD}" ...




- Credential Plugin Ar& - secret text

4 Back to credential domains Kind | oo ret text

d@= Add Credentials
Secret

ID

Description




- Credential Plugin AF& - secret file

4 Back to credential domains Kind | ¢ocrat file v

@== Add Credentials

CIRNETTTIP L
D @

Description )




« <AF2> Credential Binding Plugin A&

Bindings

Add -

Cerificate
Docker client certificate
' Kubeconfig Content SH before the build starts
Microsoft Azure Service Principal SH after the build runs
[ Microsoft Azure Storage
55H User Private Key
Secret ZIF file
' Secret file
| Secret text process

Username and password (conjoined)

! nent variables

Username and password (separated)
|

1 TUVIOT YOO X TP I ST T
L 55H Agent

Ll Set up Go programming language tools
| Setup Kubernetes CLI (kubectl)

L With Ant

®@ e

® e &




